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Abstract

The increasing privacy concerns surrounding face image data demand new tech-
niques that can guarantee user privacy. One such face recognition technique
claiming to achieve more user privacy is Federated Face Recognition (FRR)
a subfield of Federated Learning (FL). Federated face recognition is subject
to data heterogeneity, because of the large number of classes that need to be
handled, and to overcome this problem solutions are sought in the field of per-
sonalized FL.

This thesis introduces new data partitions based on the CelebA dataset that
add new layers of heterogeneity to the data and implements Hessian-Free Model
Agnostic Meta-Learning (HFMAML) in an FFR setting. This thesis shows that
HFMAML scores higher on verification tests than current FFR models on three
different CelebA data partitions, improving verification scores the most on the
data partition with the most data heterogeneity.

In order to balance personalization and a good global model, an embedding
regularization term is introduced for the loss function that can be combined
with HFMAML and is shown to boost global model verification performance.
Lastly this thesis performs a fairness analysis, showing that HFMAML and its
embedding regularization extension can increase fairness by reducing the stan-

dard deviation over the client evaluation scores.
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Introduction

The recent decade has seen significant advances in the use of Al and machine learning.
Because more and more data is being collected and stored, we can train larger, more com-
plicated models. Acquiring data is often times very hard, especially when data is privacy
sensitive like personal-, face image- or bank account data. Nevertheless, privacy-sensitive
data can be very valuable when training machine learning models. A good example would
be the training of deep learning models to detect brain tumors (38). The perfect solution
would be for hospitals to collaborate by using MRI- and CT scans to train a global model.
These MRI- and CT scans cannot be shared or collected on a single server since they
belong to a user and privacy rules are in place to prevent this sensitive information from
becoming public.

Federated Learning (FL) is a promising method that is used to develop algorithms to solve
this problem. FL was first proposed by McMahan et al.(2016) (35). The basic idea of FL
is that multiple clients can train on the same model without having to share their data.
Instead of sending their data to a central server, each client receives model weights, which
are updated using their own private data, sent back, and aggregated.

One of the types of data that is very privacy sensitive is face image data. There already
exist many face recognition models(24) trained on datasets like LFW(19), MegaFace(39),
MS-Celeb-1M(14), IJB-C(34) among others, but there are privacy issues and licensing is-
sues surrounding these datasets(I7). This makes it increasingly difficult to find face image
data for training accurate models for face recognition, let alone training face recognition
models for commercial use on commercial face image data. Assuming FL can achieve a
sufficient amount of privacy it could easily be applied to scenarios where we have many dif-
ferent clients with large amounts of face images and use these images to train models that

are able to distinguish faces without the need to share face images among clients. This new



1. INTRODUCTION

sub-field of federated face recognition (FFR) has been introduced by Bai et al.(2021)(4)
and Aggarwal et al.(2021)(2). Even though many techniques from FL can be applied to
FFR, the fact that face recognition works with a very large amount of different identities
(classes) makes it harder to overcome problems considering the aggregation of local models
into a global model. On top of that, data heterogeneity is an issue in FFR. Making the
assumption that all clients draw from the same distribution of face identities unrealistic.
Face image data suffers more from data heterogeneity than other classification tasks be-
cause of the large number of classes and small amounts of data per class. On top of that,
making an assumption that each client has an approximately equal share of images is also
rather unrealistic. Lastly, the data distribution over clients might even be more heteroge-
neous due to the fact that each client has different types of facial images, where for example
one client has more images of old people and the other might have more images of people
with a darker skin color.

Data heterogeneity in FL has been shown to influence performance negatively(61)). There
are a few papers that look at FFR that make different heterogeneity assumptions. Up to
now, this has only been done with each client having different classes or only assigning one
class per client(2)(4)(31). Aggarwal et al.(2021)(2)) and Liu et al.(2022)(3I) try to solve
the heterogeneity problem in FFR using personalized FL (PFL)(61]). This sub-field of FL
consists of many algorithms that use an FL setup that is combined with personalization
techniques like multi-task learning or meta-learning. These ideas can be used in FFR,
where instead of creating a global model for all clients, each client can have its own local
model that is better at identifying its own images in the set of all images.

Up to now the option of adding new clients after training has been explored by Jiang
et al(2019)(20), but only briefly. It fits perfectly in a meta-learning paradigm since it is
known to be good at quickly learning new tasks based on training old tasks(50). Finn
et al.(2017)(12) introduced model agnostic-meta learning (MAML) which has been intro-
duced into (personalized) FL by Fallah et al.(2020)(11) and Jiang et al.(2019)(20).
MAML or any other meta-learning algorithm has never been implemented in an FFR set-
ting and has shown good results in FL settings. That is why this thesis will focus on
combining meta-learning with FFR by introducing the Hessian-Free MAML (HFMAML)
meta-learning algorithm in an FFR setting.

In order to measure performance this thesis uses the widely used verification evaluation
technique, but also at the fairness of these verification scores per client, which is a measure
of how fair all evaluation scores are distributed over all clients(28)).

Lastly, since the paper by Liu et al.(2022)(31) provides the FedFR algorithm that is most



closely related to the setting of this thesis it will be used as a benchmark. The only big
difference is the fact that FedFR uses a global dataset, which is not used in this thesis.
Combining this all together has resulted in the following research question:

How can meta-learning be used to improve personalized performance and
fairness on existing clients and newly added clients in federated face recogni-
tion?

The thesis made the following contributions to the field of FFR answering this question:
e [mplementing the existing HFMAML meta-learning algorithm in an FFR setting.

e Introducing two new types of data partitions based on the CelebA dataset that can

be used for training and evaluating FFR models.

e Showing that HFMAML achieves higher verification TARQFAR scores than current
FFR algorithms on data partitions with higher levels of data heterogeneity when no

global dataset is available.

e Introducing embedding regularization that can be combined with HFMAML in order
to control the amount of personalization, showing that this regularization can boost

performance before tuning.

e Showing that keeping the last classification layer local does not negatively impact

evaluation performance. Instead, it might even improve fairness.

e Showing that HFMAML decreases the standard deviation for the existing clients,
suggesting that HFMAML can prevent clients from impacting the global model at

the cost of other clients.

Before diving deeper into the methodology it is first necessary to cover some background
knowledge about (personalized) federated learning, meta-learning, face recognition, and
the FedFR and HFMAML algorithms. This is covered in Section 2]

Section [3] and Section [4] cover the methodology and experimental setup. Afterward, an
overview of the results supporting the thesis contributions is given in Section[5| The thesis
is finished with a conclusion in Section [f] The Appendix gives an overview of all the tables

supporting claims made in the results.



Related Work

2.1 Federated learning

FL is a setting in which machine learning or deep learning models are trained by many
clients and where the updated model weights are aggregated on a central server. The main
purpose of FL is the decentralization of data to make sure it is kept private. FL was
first introduced by McMahan et al.(2016)(35). They introduced a new algorithm called
Federated Averaging (FedAvg). This algorithm prescribes how stochastic gradient descent
can be performed on all client devices separately. The updated weights are collected and
averaged on a central server. Algorithm [I] shows the Fed Avg algorithm. This is used in FL
as a general template for other aggregation algorithms.

Algorithm [I] shows that each client does batch stochastic gradient descent locally for
a specified amount of epochs E. Afterwards all of these are collected on a central server
where they are averaged. Here "% is the fraction of the total data from client k which
means that the global model weights are a weighted average of the local weights.

FedAvg is the first algorithm used in FL and performs well on IID data. McMahan et
al.(2016)(35) claims that it also performs well on non-IID data. However, other papers
claim a decrease in performance due to non-IID data. After a brief overview of aggregation

algorithms in FL, I will discuss non-IID performance issues and solutions in more detail.

2.1.1 Federated learning categories

This section gives a short overview of the different categories of FL. Yang et al.(2019)(59)
gives a good explanation of the three categories of FL that are used in this field of research.
The first one is horizontal Federated Learning (HFL), which is the most common category.

In HFL all clients share the same features but have different samples of the data. This is



2.1 Federated learning

Algorithm 1 FedAVG algorithm, McMahan et al.(2016)(35)

Server

Initialize wq
for t rounds do
Sample subset of clients of size m,1 <m < K {S1,...,Sn} C {S1, ..., Sk}
Send w; to all clients Sy € {S1,..., S}
for k clients 1 < k <m do
wf, | = ClientUpdate(k, wy)

end for
_ K ng, .k
W41 = Zk:1 7 Wi
end for

ClientUpdate(k,w)
Split dataset into batches
for each epoch E do
for each batch do
w = w — aVloss(w,b)
end for

end for

equal to the FedAvg algorithm by McMahan et al.(2016)(35) explained above. Each client
has its own dataset with the same features, but they do not share any of the samples. In
an ideal case, this data is IID, but usually this is not the case.

Vertical Federated Learning (VFL) is another category in FL, where instead of sharing the
same features clients share the same samples, yet they do not share any of the features.
Imagine different departments in a hospital that all have data on a client, but they are
not allowed to exchange any of this. One department has brain-scan images, another
one has blood testing results and another department tests the patient’s urine. VFL is a
process that aggregates this data in a privacy-preserving manner to train a model using
local functions and SGD.

The last category is federated transfer learning. Here clients have a very small intersection
in data when it comes to their sample space and feature space. This can be seen as a
more extreme form of non-IID data. Transfer learning is used in a federated setting by
first training a global model based on shared data between clients and afterwards these

parameters are used as an initialization of local model training (23) (55)) (7).
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2.2 Non-IID data types

Before looking at non-IID data in an FL context it is good to explore different types of
non-IID data that have been used in FL research.

Most papers that present non-IID robust aggregation methods only test their algorithm
on a very limited amount of data partitioning strategies, whereas in reality a robust FL
aggregation algorithm should be able to handle multiple types of non-IID data.

For example, McMahan et al.(2016)(35) test their FedAvg algorithm on 2-class partitions,
where each client has parts of data from 2 different classes. Wang et al.(2020)(54) distribute
the number of samples per class according to a Dirichlet distribution. This means both
papers only look at a label-skewed non-IID case. For this reason Li et al.(2021)(25)) created
a benchmark to test different aggregation algorithms on different non-IID cases. They used
six different image datasets and three tabular datasets and tested for the following non-I11D
cases based on the survey paper by Kairouz et al.(2019)(21I)). They give a good summary
of different types of distributing samples over clients to create non-IID datasets. However,
Zhu et al.(2021)(62) gives a more complete overview. The most interesting non-IID cases
that are relevant to this thesis are given below.

In the non-IID case each client &k has its own sample distribution Py(z,y), where x is the

input data and y is the label.

2.2.1 Label distribution skew

Label distribution skew is the most commonly tested type of non-IID setting and has many
applications. The idea is that Py(y) differs per client k, whereas Py(z|y) is the same for
all clients.

Weather data for example is dependent on geographical location. Heavy snowfall will occur
more often in Anchorage, Alaska than in Amsterdam. If you would try to predict snowfall
and rainfall based on labeled cloud data you would find more data labeled as snowfall in
Anchorage than in Amsterdam.

Label distribution skew is very easy to realize given a labeled dataset. The most com-
mon forms of label distribution skew are label size imbalances as used in McMahan et
al.(2016)(35). They allocate a fixed amount of label classes to each client.

Another way of adding label distribution skew is by using a Dirichlet distribution, where

each client is assigned a portion of the samples of a label class with probability pi ~

Dir(B).(T) (25)



2.2 Non-IID data types

2.2.2 Label preference skew

In label preference skew is the kind of skew that occurs in labeling tasks where the label
assignment is open to interpretation. Take for example hotel review websites. Imagine you
want to train an FL model that predicts user review scores of different hotels and each
client trains the model on a dataset collected from a different website. Some website might
give a certain hotel 4 stars, whereas some other website gives the hotel 4.5 stars. This is

referred to as label preference skew.

2.2.3 Feature distribution skew

In feature distribution skew a distinction is made between different feature distributions
Py (z) between clients, but Pj(y|x) is similar for all clients. Animals classified as mam-
mals differ in different geographical locations in the world. A dataset containing images of
Australian animals labeled by species (mammals, reptiles, birds, etc.) is different from a
dataset containing images of animals from Europe.

Li et al.(2021)(25)) gives the most extensive explanation of feature distribution skew. They
distinguish between three different types of feature distribution. The first one is noise-
based feature imbalance. Here they add different amounts of Gaussian noise to each client
dataset.

The second type of feature distribution skew they use is a synthetically created dataset.
Here a feature imbalance is created by dividing a synthetic dataset based on synthetic
features. Li et al.(2021)(27) created this type of feature distribution by dividing the coor-
dinates of a cube into eight sections and giving each of four clients two of these sections.
The last type of feature distribution skew is based on the EMNIST dataset(9). This dataset
contains different handwritings of characters and digits written by different people. Hand-
writing differs between people and when each client in an FL setting only has access to
handwriting from an or a small sample of people a natural form of feature distribution

skew arises.

2.2.4 Quantity skew

Quantity skew refers to different clients having different dataset sizes. Papers analyzing
quantity skew (25)) (43)) in FL show that the FedAvg algorithm is quite robust against quan-
tity skew in the data. What is important to note here is that the underlying distribution
of data is the same for each client, so the data itself is IID distributed, but the dataset size

is heterogeneous.
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2.2.5 Temporal skew

Temporal skew can occur when data is temporal. A good example would be when multiple
clients hold data from different time periods. For example, one client has a dataset with
the local weather data in Amsterdam for the first 2 months of the year and another client

has the weather data in Amsterdam for March and April.

2.3 Non-IID data issue in FL

Since FL works with many different clients who all have their personal data it is a very
naive assumption to say that all data is IID. Therefore letting this assumption go would
be a lot more realistic. McMahan et al.(2016)(35) already looked into non-IID data and
found that the Fed Avg algorithm was robust to non-1ID datasets. They experimented with
non-IID on the MNIST dataset, where they divided the labeled data into shards containing
two classes and divided these shards over the clients. They also trained a language model
on The Complete Works of William Shakespeare, where they divided the lines over clients
by speaking role, which creates an unbalanced situation with clients with just a few lines
and clients with a lot of lines. They also created an IID variant for comparison of this
dataset with a more equal division of lines from the plays.

They compared performance by looking at the number of communication rounds it takes
for each model to reach a certain accuracy. Although models trained on non-IID data
take longer to reach this threshold they still reach it eventually given the right set of
hyperparameters.

Where this paper is still quite optimistic about handling non-I1D data with FedAvg, other
papers (e.g. (62)(61)) explore the difficulties using FedAvg for training on non-IID data
among clients both theoretically and empirically. Zhao et al.(2018)(61) show that highly
skewed non-1ID data reduces accuracy by up to 55%.

2.3.1 Weight divergence and client drift

To get a good sense of why the FedAvg algorithm has difficulties training on non-IID data
we can compare the weights of FL in a non-IID setting with FL in a non-Federated setting
with stochastic gradient descent. For this, we use the weight divergence, which Zhao et

al.(2018)(61)) define as:

weightdivergence = ||w/°AVE — 5GP /||w P | (2.1)
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Figure 2.1: Weight divergence for different layers of the FL. models on MNIST, CIFAR-10
and KWS data by Zhao et al(2018)(61)
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Figure 2.2: Weight divergence comparing IID setting with non-IID setting from Zhao et

al.(2018) (61)

They compute the weight divergence for all layers of the neural network in their models
and find a significantly higher divergence for the non-IID-trained models compared to the
IID-trained models. This weight divergence difference between non-IID- and IID-trained
models is clear in Figure[2.1] They have two different non-IID datasets. One with a 1-class
partition, where each client only has data from one class, and a 2-class partition, where
each client has data from 2 classes.

The weight divergence shows that when performing FedAvg on non-I1ID data the average
distance between the weights of non-I1D trained model and the benchmark non-FL model
is larger than when performing FedAvg with IID data. This means that the non-IID
trained model does not converge to the optimal weight values and thereby loses accuracy
when testing the model. This phenomenon is also called client drift (25)(49). Zhao et
al.(2018)(61)) also gives a good illustration of weight divergence shown in Figure Here

we can see that weights diverge a lot more in the non-IID setting compared to the 1ID
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setting and this divergence keeps accumulating per round.

2.3.2 FedAvg based solutions addressing drift

Li et al.(2021)(25) compare several different solutions trying to overcome this drift to make
FL models perform better on non-IID data. The benchmark created by Li et al.(2021)(25)
is a good starting point to see what is possible by using FL to train a global model on
non-IID data. The paper compares FedProx(27), FedNova(54) and SCAFFOLD22)
on different types of non-IID data which are among the ones discussed in Section [2.2]
FedProx algorithm adds a regularization term to the local loss function in the FedAvg
algorithm to limit the distance between the global- and local model.

FedNova looks at the aggregation function from FedAvg and assumes different amounts
of local steps for different clients, due to computation power differences between them.
Clients that perform more steps usually have greater updates, which has more impact on
the average in the aggregation function. Normalizing for the number of steps taken per
communication round removes the bias.

Lastly, SCAF FOLD takes into account the variance between clients and performs variance
reduction techniques. The updated direction of the local clients and the global model are
estimated. These are then used to compute an estimate of the drift, which is used in
the local objective function to correct local updates and avoid drift. Figure [2.3.2] shows
a decision tree created by Li et al.(2021)(25). It shows which algorithm gives the best
result for every non-IID category adopted in the benchmark they created. They did this
by counting per non-IID category the number of times each algorithm achieves the highest
testing accuracy. SCAFFOLD performs very well on images with label distribution skew
based on a Dirichlet distribution and feature distribution skew but performs very poorly
on quantity skew. FedProx performs well on quantity-skewed data and quantity-based
label imbalance, where each client receives a fixed amount of label classes (either 1, 2, or

3 labels per client). It performs well on tabular datasets with a label distribution skew.

2.4 Personalized models

Tan et al.(2022)(49) gives two reasons for using personalized FL (PFL) models instead of
regular FL models. The first one is a lack of convergence due to client drift as talked about
in Section [2.3.1] The second reason is a lack of personalization from global models. In
many situations, clients or groups of clients have personal preferences which deviate from

the global average. In these cases, client drift should not be seen as a problem that needs
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Figure 2.3: Best FedAvg-based algorithm for different non-1ID settings from Li et

al.(2021) (25)

to be controlled, but it can offer new opportunities in the field of FL.

PFL can be a solution for clients that lack sufficiently large datasets yet cannot share their
data with other clients because of privacy reasons and/or personalization needs. Shared
features can be exploited by collaboration between clients through FL. Many different
methods of personalizing FL. models have been studied.

In multi-task learning multiple tasks are solved simultaneously to exploit shared features
between tasks(23). This form of learning is easily translated to the field of FL, where each
client is seen as a separate task. Smith et. al.(2018)(46) introduced MOCHA.

Another technique is by using personalization layers. Each local client has a model contain-
ing multiple layers. A fraction of these layers is sent to the central server for aggregation.
These are the base layers. The rest of the layers are never shared. These layers add per-
sonalization to the model. Arivazhagan et al.(2019)(3)) introduced FedPer.

Hanzely et al.(2021)(16) proposed a mixture of local and global model training. Here they
train multiple local models using local gradient descent with a penalty term for deviating

too much from the global average model.

2.4.1 Meta-learning

Recently Meta-learning has introduced the idea of learning-to-learn to the field of FL. The
idea is to expose the model to different data distributions (tasks) to make it better at
learning new tasks very quickly. This is called few-shot learning. The model is trained to
incorporate new classes with very few extra gradient descent steps and needing very few
extra data points. The trained meta-learning model can be seen as an initialization from

which new models can be learned. This is perfect for a PFL model, because each client

11
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has its own data distribution which can be seen as different tasks(20). Training a global

model on these different tasks results in a model that can learn new tasks very quickly.

Hgank(w —aV fi(w)) (2.2)
p

Two meta-learning approaches that are often used in a PFL setting are Model Agnostic
Meta-Learning (MAML) by Finn et al.(2017)(12) and Reptile by Nichol et al.(2018)(40).
MAML is model agnostic, which means that it applies to any model that uses stochastic
gradient descent. This makes it easily transferable to a FL setting. The downside of
MAML is that you need to calculate second derivatives for each gradient step, which
makes it computationally demanding. That is why Finn et al.(2017)(12) also introduced
First-order MAML (FOMAML), where the second-derivate terms are ignored. Reptile is
very closely related to FOMAML. A MAML model is trained on a set of tasks in such
a way that the parameters are very sensitive to small changes. This means only a few
samples are necessary to personalize the model for a certain client. Equation [2.2] gives the
MAML training objective.

Here f; can be any loss function. This unfortunately means that to perform gradient
descent on fj you have to compute second-order derivatives. FOMAML and Reptile solve
this problem by omitting these second derivatives. Jiang et al.(2019)(20) and Fallah et
al.(2020) (11)) used MAML to improve FL for personalized settings. Fallah et al.(2020) (1)
created the Per — Fed AV G algorithm which is a combination of FedAvg and MAML. Jiang
et al(2019)(20) shows the connection between the FedAvg algorithm and meta-learning.
They claim that FedAvg already is a form of meta-learning. They see FL global model
training as a form of meta-training and the subsequent personalization as the meta testing
phase.

Based on both MAML and Meta-SGD (30) Chen et al.(2019)(6) proposes FedM eta, which
is an algorithm that works with both MAML and Meta-SGD. Meta-SGD is an extension to
MAML, where they do not only train the model weights but also a learning rate parameter

a, one for each parameter. Overall, Meta-SGD seems to outperform MAML.

2.4.2 Multi-task learning

Multi-task learning tries to train models for multiple similar tasks simultaneously. What
the relationship is between these tasks depends on the assumptions made. This is either
known or unknown beforehand. This idea of learning multiple tasks simultaneously can

be perfectly transferred to the field of FL. Similarly to meta-learning, the idea behind
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multi-task learning is to treat each client as a task and train a different model for each
client instead of a global model for all clients together.
Smith et al.(2018)(46]) have introduced the algorithm MOCHA that implemented multi-

task learning in a federated setting.

2.5 Federated facial recognition

Facial recognition is a field that has been extensively studied in the field of artificial intelli-
gence, but it is still relatively new in the field of FL. Face images are very privacy sensitive

and the way face recognition models are trained makes it very hard to ensure this privacy.

2.5.1 Face recognition

A lot of progress has been made in Face recognition. Li et al. (2020)(24) gives an overview
of work already done in the field of facial recognition. Many algorithms achieve scores
higher than 99% on the LWF public benchmark(19).

Important in face recognition is choosing an appropriate loss function. The paper by Shang
et al.(2022)(45) studies different face recognition loss functions in a federated setting. Dif-
ferent from other classification tasks, face recognition has a very large amount of different
classes for each individual. These classes are also called identities in face recognition
Different from closed-set classification tasks, face recognition is an open-set task(g]). This
means that face recognition models should be able to not only make a distinction between
existing classes but also between unseen new classes. This is why face recognition models
are usually tested on different data with different classes than it was trained on(8).

In order to work with an open-set problem an embedding is often used instead of the last
classification layer to evaluate the model. This embedding is often the model output before
it goes into the classification layer(g]). The embedding is a unique vector for each input
image that can be compared to embeddings of other images.

Schroff et al.(2015)(44) introduced FaceNet, which uses triplet loss. Here each face sam-
ple is compared to a positive sample from the same person and a negative sample, which
represents a face from a different person to minimize the distance to the positive sample
and maximize the distance to the negative sample. The problem with Triplet Loss and
other pair-based loss functions is that it requires a lot of computational power to find good
positive and negative samples.

Another type of loss function is the the classification-based loss function. The most widely

13
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used loss function for classification in general is the softmax loss function, which is intro-
duced to face recognition by Sun et al.(2014)(48) and later used for NormFace by Wang
et al.(2017)(52).

2.5.2 Arcface Loss function

Since Arcface loss is the loss function that will be used in this thesis it is important to
explain it a little further.

The softmax loss function is good at classifying based on closed-set classification tasks, but
it is deemed not good enough for open-set face recognition tasks(8)). Triplet loss performs
better on open-set face recognition problems, but the combinatorial explosion problem
makes it hard to use on datasets with many different identities.

Different loss functions have been introduced to avoid triplet loss and improve upon the
softmax loss to make it better on open-set problems by increasing the margins between
different identities. There is SphereFace(32), which introduces an angular margin, and
CosFace(53)) which uses a large margin cosine loss (LMCL) function. This loss function
ensures that the margins between different classes are increased to improve the classifica-
tion task of faces.

Arcface introduces an Additive angular margin to improve to improve the discriminative
power of the model. It uses the Arc-cosine to compute distances between embeddings
of images and the target embedding. An extra additive margin is added to improve the

open-set classification task.

eW¢x+b
Loss =—lo 2.3
Softmax gGWil‘—i-b + ijz eWjz+b ( )
escos(@ﬁ—m)
Loss arcface = — (2.4)

o9 escos(8;+m) Z;V# ; escos(0+m)
Equation [2.3| gives the equation of a softmax loss function and Equation [2.4] gives the
Arcface loss function. The structure of both functions is similar, but Arcface uses scos(6; +
m) instead of W;x + b as logits, which are the weights W; including the bias b. z is the
feature from the input image after a few layers in the deep learning network. The logits

are transformed in the following way:
Wiz + b = ||Wi||||x||cos(6;). (2.5)

If |Wi]| = 1 and ||z|| = s by normalization we can transform the Softmax loss function

into the Arcface loss function. If an extra margin m is added to the discriminative power
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of the model the softmax loss from Equation [2:3] is transformed into the Arcface loss in

Equation [2.4

2.5.3 Federated face recognition

The field of Federated Face Recognition is still relatively new, but face image datasets have
been used in federated learning before, like CelebA in the LEAF benchmark by Caldas et
al.(2019)(5).

The explicit introduction of face recognition loss functions like C'osFace is done in two
prominent papers in the field of federated face recognition by Aggarwal et al.(2021)(2),
Niu et al.(2021)(41) and Liu et al.(2022)(31).

Aggarwal et al.(2021)(2) assumes that each client only has faces belonging to one class.
They proposed FedFace which solves two problems related to facial recognition. The first
problem is the fact that the classification matrix W; contains sensitive information about
each client, assuming that each client has images of only one user. The second problem is
also related to each client having images of one user. Each client only has positive images
and no negative images. Positive images are images from the same class and negative
images are images from another class. In facial recognition classes and input images are
embedded onto a high dimensional Fuclidian space, whereby training you want to be as
close as possible to the positive class and as far as possible from the negative incorrect
classes. Without the images from negative classes it is not possible to train a model that
tries to get as close as possible to the positive embedding by looking at the distances in
the Euclidian space.

They solve this problem by pre-training the model on publicly available datasets. After-
ward, to make sure that classes are separated in the embedding space without the need
for a negative loss function they use a spread-out regularizer to aggregate the embeddings
from all clients.

Liu et al.(2022)(31) does not assume one class per client and uses multi-task learning to
train both a personalized and global face recognition model called FedFR. For personal-
ization they used a technique called Decoupled Feature Customization.

What both FedFR and FedFace have in common is that they use pre-trained models that
they subsequently try to improve with new client data.

Finally, Niu et al.(2021)(41) use gradient correction in their aggregation function to cor-
rectly aggregate the local class embeddings and create cross-client separability where all
client class combined are correctly separated in the class space. They mention non-IID

data but do not go into much depth. They separate the CASIO-WebFace(60)
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A more recent work by Shang et al.(2022)(45) compares different loss functions for face
recognition in FL. It also looks at the effect of clients having only small samples with very
few classes. They find that the selection of the loss function depends on the data and has

a great impact on the final model accuracy.

2.5.4 Classification in federated face recognition

In federated face recognition the number of different identities is large and one must care-
fully consider how to handle the classification layer and its weights because the total amount
of identities is large and each client has a different set of identities.

Having a different classification layer for each client makes aggregation on the server harder,
since separations between classes on the class embedding space are different for each client.
Niu et al.(2021)(41]) concatenates all local classification weights into a large weight vector:
W = [Wy,...,W¢]. To fix this class separation problem they apply a softmax regularizer
and an extra step of stochastic gradient descent on the server. Unfortunately, this would
require a globally accessible dataset on the server which may stop being realistic in the
future.

Liu et al.(2022)(31) combines a local and global classification layer by sending each client
a global classification layer with classes belonging to a global dataset. This is locally

concatenated to a local classification layer belonging to the local data.

2.5.5 Face recognition datasets & privacy issues

There are many large prominent face recognition datasets like MegaFace(36), MS-Celeb-
1IM(14) and VGG face(42), but there exists some controversy around them.(37)(18). Nev-
ertheless, these datasets are used in many papers related to face recognition.

Another widely used dataset in face recognition is Labeled Faces in the Wild (LFW) con-
taining just 13,000 faces of 5749 people with 1680 people having two images or more. Since
it is a relatively small dataset it is mostly used for evaluation. LEW was first proposed by
Huang. et al.(2007)(19).

A dataset that has received less attention in the face recognition world is CelebFaces At-
tributes Dataset (CelebA)(33). The dataset was released in 2015 and consists of 202,599
images of 10,177 different identities. The dataset has 40 different attributes, which is its
main selling point. An attribute is a visible feature on a person’s face. This can be for
example what color hair the person in the image has, whether the person wears glasses or

has a beard, is either male or woman, or wears lipstick etcetera. The attributes are binary,
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meaning that an image either does or does not have said attribute. Different images of
the same identity can have different attributes. One person might have blond hair in one
image, but gray hair in another.

CelebA has been part of the LEAF benchmark created by Caldas et al. (2019)(5). The
LEAF benchmark is an FL benchmark that is created for creating and testing FL algo-
rithms. They provide one client partition where each client has images belonging to one

identity.

2.5.6 Federated Face recognition data partitions

Current literature on FFR gives three general different types of data partitions.

The first one is a random partition of data over the clients as used by Niu et al.(2021)(41).
Since the partition is random this dataset is IID distributed and since we are only inter-
ested in heterogeneous data distributions this data partition is not used.

The second one is to assign one identity to each client. This way a scenario is replicated
where each client can be seen as a person that has a set of images on its device. A paper
that has used this data partition is by Caldas et al.(2019)(5). They created the LEAF
benchmark, an FL. benchmark that included the CelebA dataset, and assigned one iden-
tity to each client. Another paper that uses this partition in its experimental setup is by
Aggarwal et al.(2021)(2). This type of data partitioning will not be used in this thesis,
since it requires different techniques to deal with the small datasets per client and to solve
the one-class-per-client problem.

The third type of partition is to assign a fixed equal set of identities to each client as is
done by Liu et al.(2022)(31)) and Shang et al.(2022)(45). This is the first type of data
partitioning that will be used in this thesis. This gives some form of data heterogeneity
since each client has a dataset sampled from a different distribution of identities. This is

however still very limited.

2.6 FEDFR

In face recognition one can easily assume that before performing FL you can pre-train the
model on publicly available face classification data. This approach is used in federated face
recognition algorithms like FedFR(31)). FedFR splits a total of 10,000 face identity classes
into a pre-training dataset containing 6,000 classes and a federated training dataset, where

40 different clients each receive 100 identities. Since performance distinguishing only local
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identities is not a very interesting or useful task it sends a subset of the global dataset to
each client to help each client train a personalized model. Hard negative sampling is applied
to select only the identities that are hardest to distinguish from the identities per client.
Performance is measured in how well each personalized model can distinguish its own
identities from other random identities. This in itself is a very interesting problem and Liu
et al(2022)(31) show that their FedFR algorithm outperforms the regular FL algorithm in
this task by using a form of multi-task learning. Each client has its own binary classification
task that tries to classify its own clients. This is done next to performing cosface loss and
contrastive regularization.

The biggest assumption that the paper makes is that there exists a global dataset. This
is at first glance a very reasonable assumption, but in an increasingly privacy-aware world
it is interesting to explore a situation where no such dataset exists. Many face recognition
datasets are getting retracted narrowing the possibilities of large enough datasets that can
be used for pretraining and supporting PFL (37)(18). It might be interesting to see how
well FEDFR holds up when it does not have access to a global dataset.

2.6.1 FEDFR algorithm

The FEDFR algorithm consists of four different parts, and three of these parts are used in
the loss function. Algorithm [2] shows the structure of the FEDFR algorithm

Hard Negative Sampling To avoid the model from overfitting on local data resulting
in weight divergence Liu et al.(2020)(31]) decided to sample a subset from a global dataset
that that can be used for local training. This subset can be compiled randomly or you
could simply send the entire global dataset to the client, but it is also possible to sample a
subset of images that are the hardest to distinguish from the images on the client, making
more effective use of the global dataset.

This hard negative sampling is done by computing an embedding vector of the all the global
and local data using the local model without the Arcface head. Next, cosine similarity is
computed between the local data and the global data. Then n images with the highest
average similarity score with all the local data are chosen and used for local training in the

FL process.

Contrastive regularization

xp( COSSim(fvfglob) )

T

L = -1 - - 2.
0SScon og exp( cosszmT(f,fglob ) + 61’])( cossim(f, fprev) ) ( 6)

T
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Algorithm 2 FEDFR algorithm

Server:
Initialize global dataset zg.p
Initialize global model fgon(2giob, )
Train model fglob(ajgloba 9)
Initialize n clients
Send model fgop(%g10b, @) to all n clients
Send global dataset x4, to all clients
Send local dataset x; to each client i € n
for r rounds do
Train all clients and receive the model weights
Perform FedAvg with weights received from clients
end for
Client training process:
Perform Hard negative sampling xgns = HNS(Ziocal, Tglob)
for e epochs do
Combine datasets © = {TH NS, Ziocal
Compute feature embedding zemp = femp ()
Compute 105Scon = feon(Tembs foiobs fioc)
Compute [08Spee = foce(Temb)
Compute 108Sgre = farc(Temp)
Perform SGD on l05Scon + 1055pce + 108Sare
end for

Send model weights back to the server from f.,,;, and the global weights from fg..
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Contrastive regularization is used to make sure that the local model does not deviate too
much from the global model. This was introduced by Li et al.(2021)(26). Next to de-
creasing the distance between the global and local model Contrastive regularization also
increases the distance between the previous and current model. The equation of contrastive
regularization that needs to be minimized during the training process is defined in Equa-
tion This function penalizes similarity between f and fyre, and rewards similarity
between f and fy05. Adding this to the loss function results in the wanted regularization

for the federated model.

Decoupled feature customization The biggest addition that FEDFR adds to per-
sonalized learning is decoupled feature customization, which is inspired by the binary
classification from Wen et al.(2022)(56). Here a transformation function is used to create
a client-specific feature space that stimulates personalization. This is done using binary
classification, where each identity on the local client refers to one class in the binary clas-
sification layer. For each image, it is determined if the image belongs to any of the local
identities. This part of the model is different for each client and the weights of this part
are not sent to the server. This means that the local- and global models are trained simul-
taneously, making tuning obsolete.

A 1—A
Losspee = glog(l—i-ea:p(—&(g-cos(@i)—m)—b)—i—T Zlog(H—exp(s-(g-cos(ﬁj)—i-m)—i-b))

J#i

(2.7)
Equation shows the loss function for the decoupled feature customization. 6; is the
cosine similarity between a trained weight vector for identity ¢ and the embedding for
input image with identity . All other values are hyperparameters that need tuning. The
minus in the first part of the equation shows that the larger the cosine similarity with the
correct weight vector the smaller the loss and the smaller the cosine similarity with the
incorrect weight vector the smaller the loss function. Computing the loss function for an

image from the global training set means that the first part of the equation is 0 because

the identity is not part of the local identities set.

Combining loss functions
LosSiotar = 1 L08Sqre + 00 L08SScon + 3L 0SSpee (2.8)

After a feature embedding has been computed from the backbone model it is sent to three

different parts that compute three different loss functions, which are shown in Equation [2.8]
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The first part is the Arcface loss using a classification layer with the local client identities
and all identities from the global dataset. The second part is the contrastive regularization
loss described in Section [2.6.1} The third part is the Binary classification loss shown in

Section [2.6.1] The entire Algorithm is shown in Algorithm

2.7 Fairness in FL

m

. p
min f,(w) = f1F§+l(“’) (2.9)
k=1 q

Working with non-IID data distributions will probably result in an uneven influence over
the global FL model. Li et al.(2020b)(28) have proposed qg-fair Federated Learning (q-
FFL), which encourages a more fair distribution of accuracy for all clients. They do this
by adding a g-term to the FL optimization problem as shown in Equation 2.9}

The higher this q, the more emphasis is put on clients £ with a higher loss. This means
that clients with higher loss weigh heavier in the total aggregated weight. This means that
to minimize this aggregated global weight more emphasis needs to be put on clients with
higher local loss functions, which increases fairness.

Under the normal FL learning paradigm using Fed Avg no guarantees can be given for local
client model accuracy. One client might achieve higher accuracy because it has more data.
Another reason is related to client drift. Clients that have weights that are very close to the
global model weight, might achieve higher accuracy than clients with much more deviating
weights. Li et al.(2020b)(28) and Li et al.(2021)(29) give a good definition of fairness:
Model m is more fair than model wy if the test accuracy of model w; is more uniformly
distributed over the clients than model wy. This can be measured by taking the standard
deviation over the test loss Fi(w1) and Fj(ws) and see which one is the lowest.

Li et al.(2021)(29) proposes Ditto a FL framework for PFL based on a multi-task learning
approach. In the paper, the authors introduce Ditto a framework for PFL that outperforms
other FL frameworks in fairness, robustness, and test accuracy. Fairness was measured by
taking the standard deviation over the test accuracy, robustness was measured by test

accuracy over different poisoning attacks.

2.7.1 q-FEDAVG algorithm

To solve Equation 2.9 Li et al.(2020b) (28) proposes the -FEDAVG algorithm, which is an
adaption of the original FEDAVG algorithm. This algorithm is described in Alogirhtm
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Algorithm 3 -FEDAVG

Server:
Initialize global model fg0, With weights wg
Initialize n clients
Initialize local models f;’.
for t rounds do
Select k clients from all n clients
Sent w; to all k selected clients
for k clients do

Compute Client returning AF and hf

end for
Ak
C t — _ Zk t
ompute wyyr1 = wy St
end for
Client:

for E epochs do
Perform stochastic gradient descent creating w1
end for
Awy = L(wg — wyy1)
Ay = f(wt)qut
he = qf (o) | Awy|] + L f (we)?
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This means that instead of sending back weights wy,; for k clients we send back Af
and A}, which is an adapted form of sending back gradients instead of weights. AF are
the client’s gradients. These are subsequently weighted by their loss reflected in hf. The
higher the loss the more the client’s gradient will influence the global weight. AY is an
upper bound to the Lipschitz constant which is used to dynamically tune the step size,
which ensures we do not have to tune both q and the step size in the final gradient descent
step on the server.

According to Li et al.(2020b)(28) g-FFL can decrease the variance in evaluation perfor-

mance between clients by 45% on average.

2.8 Model Agnostic Meta-learning (M AML)

The model applied in this thesis is model agnostic meta-learning (MAML). This algorithm
was first introduced by Finn et al.(2017)(12). Fallah et al.(2020b)(10) gives convergence
guarantees of this approach and also gives a more in-depth explanation of the MAML
algorithm and the different approaches of implementation.

The priority of the MAML algorithm is not to optimize the model, but to optimize the
weights in such a way that they are easily adaptable in such a way that the model only
needs very little unseen data to get accurate results. In other words, meta-learning and
MAML specifically try to find a model that can easily be fine-tuned on new unseen tasks.
Most machine learning algorithms try to find an approximation to an optimal solution
by minimizing a loss function. In deep learning this is mostly done by updating weights
w with stochastic gradient descent. In meta-learning one tries to find an initialization
of w such that only a few steps of stochastic gradient descent are needed to find a good
approximation of the optimal solution. This is done by training and testing a set of tasks
{T}}ien during training. Updated weights w are used for a second round of stochastic
gradient descent to optimize these weights to find a solution in as few steps as possible.
The idea of training on a set {7T;};c, is very easily portable to a FL setting in multiple
ways. The first way to implement meta-learning is shown by Fallah et al.(2020a) (11
and Jiang et al(2019)(20). Jiang et al.(2019) shows that the FedAvg algorithm can be
interpreted as a meta-learning algorithm. Clients can be seen as different tasks, where
an initial global model is trained on these clients. This initial model can subsequently be
used to train personalized models for each client. This is similar to the fine-tuning step in
meta-learning. To implement this in a face recognition setting and compare this to FedFR

we could first pre-train this model similar to the FedFR model and even implement the
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entire FedFR algorithm in the inner loop of the MAML algorithm.
In order to see the true power of meta-learning it could be interesting to see what happens
when after training in a federated setting new clients are added with unseen data and

perform few-shot learning on their face images.

2.8.1 MAML algorithm

The MAML algorithm as proposed by Finn et al.(2017)(12) is shown in Algorithm 4] This

algorithm is implemented as closely as possible for experiments in this thesis.

Algorithm 4 MAML algorithm

Server

Initialize wg
for t rounds do
Sample sets n of images per identity 7; € p(7)
for all n tasks 7; do
Sample set k images D; from 7;
w=w — aV f(w, D)
Sample set 1 images D) from 7; different from D;
end for
w=w— V>, f(w, D))

end for

Vuf(w—aVyf(w)) = Ve f(@)[I —aVaf(w)] (2.10)

What happens in Algorithm [4] is the following: To promote the adaptability to new tasks
property of meta-learning, training is done on small sets of tasks. In face recognition,
each task can be seen as a different identity. Every iteration a small sample of faces is fed
into the model after which stochastic gradient descent is performed. This first sample is
considered the support data. Afterwards, new data, known as the query set is fed to the
updated model. The loss in this step can be seen as how effective the model is in learning
to recognize faces of the same identity after seeing just a small sample of them. Using
stochastic gradient descent is done again in the so-called meta update w.r.t. the original
weights w instead of new weights w. This means that a second derivative needs to be

calculated. This is shown in more detail in Equation [2.10

Vof(w—aVef(w)) =Vaf(o) (2.11)
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2.8 Model Agnostic Meta-learning (M AML)

where @ = w — aV,, f(w). Computing a second derivative can be computationally expen-
sive. This is why Finn et al.(2017) (12)) proposes a first-order approximation of the second
derivative, which is almost as accurate. This updating rule is shown in Equation [2.11]

Here [I — aV?2 f(w)] is assumed to be 0.

2.8.2 Hessian-free MAML

Fallah et al.(2020a) (10) proposes a Hessian-free second derivative approximation instead of
computing the second derivative. Equation can be used to solve the second derivative
problem. Fallah et al.(2020a) (10) claims that this can be computed in O(d) time.

V1) Ve @) = | VL W Vel @) - Vol w = 0VsI @)y

Vuf(w—aVyf(w)) = Vg f(@)[I —aVi f(w)] = Vo f(@) — aVy, f(w)Va f(@) (2.13)
Here Equation can be substituted in Equation to create a Hessian-free approxi-
mation, which can be used in the MAML algorithm.

2.8.3 Federated MAML algorithm

To get better results with fine-tuning FL and meta-learning the MAML algorithm can
be implemented more explicitly into the federated setting. The approach in this thesis is

mostly adopted from Fallah et al.(2020a)(11) and Fallah et al.(2020b)(10)

Algorithm 5 Federated MAML algorithm

Initialize wg on the server

for t rounds do
Sample n clients k,1 < k < n with dataset 7 € p(7)
for all n clients 7. do
Sample set of images Dy from 7y
wi1® = w; — aV f(wf, Dy)
Sample sets of images D;, and D}/ from 7y, different from Dy,
wf—i—l = wk — ﬁvu;écf(wf’ Dyl - O‘vz,ff(wfv Dy)]

end for
_ ZK ng ,k
Wil = 2 k=1 7 Wi+l
end for
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Vo f(w+ Vg f (i, D)), D) — Vo f(w — 6V f (i, DY), DY)
26

Vi (w, DY)V f (@, D) =
(2.14)
As is shown in Algorithm [5| the federated variant of MAML is very similar to the normal
MAML algorithm. Instead of tasks, you sample from different clients and instead of doing
the second gradient descent step with the sum of all meta-losses per task, the step is
performed on each client with their own loss function separately. Afterward, these meta-
updated weights are sent back to the server and federated averaging is performed.
In order to avoid computing the second gradient Vu;f f (u;f,ng)[] - oniéc f(wF, DY) is
computed as shown in Equations 2.12] and Equation [2.13] This approximation requires a
third round of data sampling D} . This third dataset is necessary to do the second-order
approximation. Otherwise, the same dataset is used twice. Adapting Equation to
show what dataset is used where results in Equation [2.14]
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Methodology

To solve the question of how meta-learning can be used to improve personalized perfor-
mance and fairness on existing clients and newly added clients in federated face recognition

the following problems need to be tackled:

e Data partitions with differing degrees of data heterogeneity are needed to evaluate

how the different algorithms perform.

e A meta-learning algorithm implemented in an FFR scenario. Meta-learning has been
applied in FL, but not in FFR. Implementing a meta-learning algorithm in FFR will

come with implementation problems that need to be overcome.

e A definition of fairness. To properly evaluate the fairness a definition is needed.
Fairness can be defined in multiple ways(28). For example, it might be unfair to
value each client equally in the determination of fairness. Some clients might require
a model that has to be more accurate in its prediction than other clients. In this
case, a weighted fairness might be more appropriate. This is why it is important to

give good definitions before starting the experiment.

e Algorithms that can help increase fairness. When a model implemented in an FFR
setting scores very low on fairness it is convenient to have algorithm extensions that

are specifically created to help increase the fairness of this model.

After these problems are solved an experiment can be set up to test different models on

different clients containing separate train- and test datasets.
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3. METHODOLOGY

3.1 Fairness

Definition 1 Model A is considered to have higher fairness than Model B iff Var(X,) <

Var(Xy), where Xy, is defined as the evaluation score of model m.

The same definition of fairness of Li et al.(2020b)(28) is used in this thesis too. This
definition is described in Definition Fairness looks at the impact a model has on the
variance in client evaluation scores. The lower the variance in evaluation scores for clients,
the more fair this model is deemed to be. One can use both the variance and the standard

deviation.

3.2 Data partitions

In this thesis three different types of data partitions have been created to evaluate the
models. FFR data partitions currently used in literature are explained in Section [2.5.6
This thesis assumes that there can be multiple identities per client and is interested in
heterogeneous data partitions. This means that there is only one data partition left that
has already been explored in current literature. This will be called the equal class partition
in this thesis. To dive deeper into researching the effect of data heterogeneity on different
algorithms this thesis introduces two more data partitions that have not been used in this

context before.

3.2.1 Lognormal class partition

To extend this data partition this paper introduces a class-based partition where the
amount of classes assigned to each client is based on a lognormal distribution. The idea for
using a lognormal distribution comes from the paper by Niu et al.(2021)(41]), but they do
not partition based on classes, but on the data, creating a quantity skewness in the data.
This is also very similar to label-skew described in Section but previous works have
used a Dirichlet distribution(Il)(25). This means that each client gets a portion of the
samples belonging to a class. This works in settings with few classes, like MNIST where
the model has to distinguish handwritten digits. This means that there are ten classes.
Assigning fractions of samples of each class to clients in different proportions creates data
heterogeneity. For example, based on the Dirichlet distribution one client gets assigned 5
images of digit 0, 100 images of digit 1, 2000 images of digit 2, 5 images of digit 3, and no
images of the other digits. It is shown that this is a very hard partition to train on(1l)(25),
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3.2 Data partitions

but this does not translate well to face recognition data.

Face recognition datasets have large amounts of classes with very small sample sizes. As-
signing data randomly will create almost the same effect as partitioning based on a Dirichlet
distribution since clients will not get data from all identities anyway. It therefore makes
more sense to assign entire classes (identities) to clients instead of fractions of samples of

classes.

S;
Zi S;

To use the lognormal distribution to create a partitioning a random number is generated

C

,Si ~ lognormal(p,0),1 <i<n (3.1)

based on a lognormal distribution for each client. To give each client a fraction of the
identities based on this random number each number is divided by the sum of all random
numbers. This creates a value between 0 and 1 for each client. This value is multiplied
by the total amount of identities to create the number of identities this client will have
and rounded such that the sum of all these values equals the total amount of identities.
Lastly, each client is randomly assigned identities based on the random value. This process

is shown in Equation 3.1} Here, C is the total amount of identities.

3.2.2 Attribute-based partition

The last newly added data partition type is an attribute-based partition. The images in
the CelebA dataset have not only been labeled based on identity but on more features
like whether the person has a beard or not or if the person is wearing make-up. These
image features are called attributes and these attributes can be used for classification or for
improving face recognition based on dependence of attributes(I5]). Using the attributes for
creating a new data partition to test heterogeneity in FFR is as far as I have seen not been
done before. Different attributes can be combined to create more specific partitions. For
example, one client has a dataset containing only images of men with beards and glasses.
This data partition is new, but based on the idea of the FEMNIST dataset that is included
in the LEAF benchmark. Each client gets assigned handwritten letters based on the writer
resulting in each client having data in different handwriting. This is a form of feature-based
skewness.

Further explanation of these data partitions is provided in Section [4.2]
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3.3 Algorithms

The meta-learning algorithm used in this thesis is HFMAML. The reason is twofold. First
of all, MAML is model agnostic, meaning that it is compatible with any model that uses
gradient descent(12). Second, HFMAML uses an approximation of the Hessian matrix
instead of computing it, making it more time-efficient compared to MAML. MAML (and
HFMAML) has been shown to work well with classification models(20))(11)(12), but im-
plementation in Face Recognition is more complicated since you have to assume knowing
the total amount of identities of all client combined beforehand. This also includes This

thesis proposes two ways of dealing with this problem.

3.3.1 Classification layer

The classification layer of the model refers to the part of the model after the backbone.
This part of the model can be a classification loss function, like Softmax, CosFace, or
ArcFace.

Whether you would use a Softmax or an Arcface loss function in the classification layer, if
all weights are sent to the server for aggregation the total amount of identities need to be
known before training. This includes clients that are only involved in the testing phase if
you want to tune for these clients.

As discussed in Section the amount of different identities is large in FFR and a deci-
sion must be made whether you would only consider the identities per client or all identities
of all clients combined when creating the classification layer of the model. Section [2.5.4
shows two different solutions by Niu et al.(2021)(41)) and Liu et al.(2022)(31)), but since
both solutions require the existence of a global dataset these cannot be used in this thesis.
Instead, two different options are proposed. The first one is to use a global classification
layer that is similar for each client. The second one would be to use local classification

layers for each client, which are not sent back to the server for aggregation.

Global classification Using a global classification layer means that each client has the
same classification model part and thus the same classification weights. This means that
weights can be sent back and forth from the server to the clients without any issue.

Even though this is protocol-wise the easiest solution there are two problems. The first

one each related to privacy. Using a global classification layer means that each client will
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3.3 Algorithms

receive all classification weights of all clients increasing privacy-related risks. Even though
this thesis does not go in-depth on these privacy-related risks of FFR it is still important
to keep in mind that weights can be inverted to recover images of other clients(13]).

The second problem occurs during training when most classes in the classification layer
remain unused. A solution to this is to set the logits of the classes that are not on the
client to —oo. This requires keeping track of which logits belong to which identity on
which client. For example, if you have a 100 classes in total and you have 2 clients the
most obvious thing to do is relabeling the classes of client 1 as classes 1 up and until 50

and relabel classes of client 2 as 51 up and until 100.

e¥ e¥
z——c e +e¥ e¥+4+0
) e’ 0
oc—l>r—noo et + e¥ o ey +0 - (3'3)

Equation [3.2] and Equation [3.3] show what happens when you set a logit in the softmax
function to —oo. Setting a logit for an image to —oo means that the probability of this
image belonging to that identity is zero. This restricts the options available to each client

making training local models faster.

Local classification layer Using local classification layers per client means initializing
a local classification part for each client separately and keeping the weights local while
sending the weights of the backbone model to the server for aggregation.

Each training round the aggregated backbone model weights are sent to each client and

combined with the local classification weights for training.

3.3.2 Embedding regularization

Loss = f(z) 4+ C(1 — cos(f90 (z), flocal (z))) (3.4)

emb » Jemb

The idea of adding an extra term to the local loss function in FL is not new. Li et
al.(2020a)(27) introduced FedProx, where they added a regularization term 5w — wy|,
where w are the global weights and w; the local weights. Adding this to the loss function
results in the local model being punished for diverging from the global model. Liu et
al.(2022)(31)) also did some form of regularization by adding contrastive regularization as
explained in Section [2.6.1] They do not use all the weights in their regularization term,
but only the embedding layer. Combining the simplicity of FedProx and the idea of using

cosine similarity and the embedding vector of FedFR results in Equation [3.4] Here the
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embedding vectors from the local and global models are used for each input for computing
the cosine similarity and adding this to the loss function multiplied by a predetermined
constant. The loss function is shown in Equation Important to note that f(z) is the
criterion loss value of the model and fe;,(x) is the embedding vector.

The reason for using embedding regularization in this thesis is two-fold:

e Keeping local models closer to the global model might avoid overfitting on local client
models with smaller datasets. If a local model is overfitting its weights might diverge
more from the global averaged weights. This might improve evaluation performance
for smaller clients using the global model since the optimum found for the client is
closer to the global optimum. This might subsequently decrease the variance between

client evaluation scores, resulting in more fairness.

e Since the local model is closer to the global model there is less room for personal-
ization. The hyperparameter C' can be tuned to balance personalization and a good

global model to its preference.

3.4 Combined algorithm

Algorithm [3:4 shows all implementation details that are added to the HFMAML model as
described Section and Section Parts marked dark blue are algorithm additions
for the local classification layer implementation, parts marked green refer to using a global
classification layer, the part marked red is Embedding Regularization and the parts with

the cyan color are general algorithm additions to make HFMAML work in an FFR setting.
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Algorithm 6 Federated HFMAML local regularized

Server
Initialize wi®"“" on the server
if Local classification layer then
Initialize alg as the classification weights on each clienty 1 < k < K
end if

if Global classification layer then

end if
for t rounds do
for client;; 1 < k < K do
Sample set D;, from client; training dataset
wh = wgerver

if Global classification layer then

end if

Define F(w,a, D) = f(w,a) + C(1 — cos(fé’,,l;l)sal(w, D), flecal(w, D)))

(wf—l-l? (N[zl“vl) = ( f’ (121‘,‘:) - onF(wf, (Ii‘lka)

Sample set of images D) and Dj from client;, training dataset different from Dy,
(wf—f—l? ”5‘;1) = (U}f, ”5“) - vaf7a;~‘f(wfa (7;", D;c)[l - avif,([i'f(wf7 ”5“7 DZ)]

Send wf,; back to the server

if Global classification layer then

end if

end for

_ K ng k
Wil = D p—t SK T, Wil

if Global classification layer then

end if

end for
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4

Experimental Setup

4.1 Experimental Assumptions and limitations

Before diving deeper into the experimental setup it is necessary to go over some assumptions

and limitations in this experimental setup.

e There is no global dataset available on the server. Liu et al.(2022)(31]) assume that

there is a global dataset available that can be accessed by all clients in their proposed
FedFR algorithm. This means no optimal scenario for the FedFR algorithm. The
reason FedFR is still used as a benchmark in this thesis is that it is still the only

personalized FL algorithm in FFR.

There is no pretraining before the start of the FL training process. Liu et al.(2022)(31)
uses the global dataset to perform pretraining. The same argumentation applies as

described in the previous point.

Multiple classes are allowed per client. Aggarwal et al.(2021)(2) and Caldas et
al.(2019)(5) make the assumption for their FedFace algorithm and LEAF bench-
mark respectively that there can only be images belonging to one identity per client.
In other words, only one class per client. In this setup, one class per client is al-
lowed, but the total amount of classes will be bigger than the total amount of clients

resulting in at least one client having more than one class.

With a global classification layer the amount of identities of all clients combined must
be known beforehand, which includes clients that are not involved in the training
process. This means that in this situation the problem is reduced to a closed-set

classification problem since all classes are included in the classification layer
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e With a local classification layer the total amount of identities does not need to be
known beforehand. This makes it possible to add new clients after the training

process without specifying, making it an open-set problem.

e Most FFR experiments use multiple datasets for training and evaluating their models(31)) (2) (41).

This thesis only uses part of the CelebA dataset for both training and testing. The
reason is that other datasets do not split their images based on attributes and are
mainly used for global model evaluation. This thesis does not aim at achieving state-
of-the-art evaluation performance. It rather focuses on the relative results between

different models.

4.2 Data partitioning

This section gives an overview of how the three different data partitions are created. The
dataset that has been used to create these partitions is the CelebA dataset.

In total there are 20 clients. 15 of these clients are used for training and 5 are not involved
in the training process and are only used for evaluation together with the first 15 clients.
This idea of adding clients after training is introduced by Jiang et al.(2019)(20)). A total
of 1,500 classes were used for the experiment. For an equal class partition this means that
each client will have 75 classes. For the lognormal class partition this means that each
client has 75 classes on average. The data for each client is divided into a train, validation,
and test set, where for each class 70% of data goes to training, 10% is used as validation
dataset and 20% is used as test set. The reason that only a fraction of the dataset is that
it seemed unnecessary to include more data. The goal of this thesis is not to achieve high
verification scores, but to compare different algorithms in different scenarios.

Finally it is important to note that to make results reproducible a random seed is used.

4.2.1 Equal class partition

In the equal class partition the dataset of each client consists of images belonging to 75
randomly assigned classes, such that no two clients share the same classes.
Since each class has a different sample size it means that the total amount of images per

client can differ.
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4.2.2 Lognormal class partition

The lognormal partition is explained in Section For the lognormal distribution, the
following weights are used: p© = 3 and ¢ = 3. Random numbers are generated using the
same seed for all experiments and all runs and the assignment of identities to each client is
fixed beforehand as well. This is done because the other two partitions have fixed partitions
too for each run.

The amount of test data and training data per client is shown in Table [£.3]

4.2.3 Attribute-based partition

The CelebA dataset contains a file that keeps track of 40 binary attributes per image.
These attributes range from hair color to whether or not the person is wearing glasses.
Since some attributes are more common than others different combinations of attributes
are made to create subsets of data that can be assigned to the clients. Table shows
how the attributes are combined for each client. For example, client 5 has images with
both male and female images. It is the only client with people with no glasses. They wear
hats, they can be both old and young and the client has images of people with all types of
hair color. In short, the focus of client 5 is on people with hats. People with hats are only
located on client 5, since there are very few images of people with hats.

Client 12 only contains images of males that are not wearing either glasses or a hat. They
are old people with no blond hair, meaning they can have any hair color except blond. The
people in the images have no goatees, which means that all men with goatees are filtered
out. Lastly, they all have bushy eyebrows.

When an attribute is not mentioned it means that the client is agnostic towards this at-
tribute; it has both people with or without this attribute in its dataset.

Of course an identity may have images with different attribute distributions.

As can be seen in Table dataset sizes are kept as close as possible to reduce the effect

of quantity skew as much as possible.

4.3 Haar Cascades

Even though the images from the CelebA dataset are focused on the faces themselves they
still contain a lot of background. Therefore, since this thesis only focuses on face recognition

and not the detection part some cropping of the images is necessary in the preprocessing
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Table 4.1: Different combinations of attributes that are assigned to each client

CL H Gender Glasses Hat Old/Yng Hair Attr 6 Attr 7 Attr 8 Size
1 Male Yes No  Young All Types 1066
2 Male Yes No Old Grey 1007
3 Male Yes No Old All Types Chubby 1001
4 Female Yes No Both All Types 925

5 Both No Yes Both All Types 1010
6 Female No No Both Blond Oval Face Rosy Cheeks 1109
7 Male No No Both All Types Goatee Not bald Smiling 1044
8 Male No No Both All Types No Goatee Bald 1019
9 Male No No Both Gray No Goatee 1040
10 |{| Male No No Old All Types No Goatee Bushy Eyeb. 1062
11 || Male No No Old No black  No Goatee Bushy Eyeb. 1007
12 || Male No No Old No blond No Goatee Bushy Eyeb. 1062
13 || Male No No  Young Brown No Goatee Bushy Eyeb. 1077
14 || Female No No Old All Types Oval Face Lipstick No R. Chks 1076
15 || Female No No  Young All Types No Oval Face Lipstick Rosy Chks 1248
16 || Male No No Both All Types No Bushy Eyeb. Mustache No Bushy Eyeb. 1077
17 || Male No No  Young All Types Beard No Mustache Bushy Eyeb. 1147
18 || Male No No  Young All Types Beard No Mustache No Bushy Eyeb. 1108
19 || Male No No  Young Black Bags u. Eyes 1039
20 || Female No No Old All Types Bags u. Eyes 1029

phase. Here a technique called Haar Cascade by P.Viola and M.Jones (2001) (51)) is used.
This technique is very fast; even fast enough for real-time detection and also very accurate.
Haar Cascade works with so-called Haar features. These features are used to find features
in the data. These Haar features traverse the entire image, searching for their particular
shapes.

The biggest downside when using Haar Cascades is the large fraction of false negatives.
From a total of 202,599 images from the CelebA dataset, Haar Cascade managed to detect
180,977 faces, which resulted in a successful detection in 89% of the images. A false neg-
ative of 11% is not ideal, but 180,977 cropped images are still large enough to work with.
Figure and Figure show an example of an image pre- and post-cropping. Figure [4.3
shows an example of an image where Haar Cascade did not manage to detect a face. This

has probably to do with the fact that we only see the side of the face and not the entire face.
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£

2 4

Figure 4.2: the same Figure 4.3: An exam-

Figure 4.1: uncropped

image cropped i
version of a CelebA im- g PP ple of an image where
Haar Cascade did not de-
age
tect a face

Table 4.2: Train and test sizes for each client for the lognormal client partition

client || train data test data | client || train data test data

1 134 32 11| 264 65
2 1488 376 12 | 389 99
3 748 184 13 | 2203 554
1 95 23 14 || 222 54
5 259 66 15 | 287 69
6 2585 650 16 | 276 71
7 27 7 17 | 4657 1163
8 346 86 18 | 4307 1076
9 1955 495 19 | 132 334
10 || 220 58 20 || 773 196
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4.4 Scenarios

For this experiment 23 different types of model scenarios are trained, based on the FL
algorithm and FL using either HFMAML or FedFR.

The different types of experiments that are being run are shown in Table [£.4] FL refers to
Federated Learning using only FedAvg.

Generally, there are three types of algorithms being tested: Federated Learning described
in Section 2.1} federated HFMAML described in Section 2.8 and FedFR from Section [2.6]
Four different types of algorithm extensions are introduced in Section (local or global
classification layer), Section (embedding regularization), and Section (q-FedAvg
by Li et al.(2020b)(28)).

All algorithm extensions are combined with all algorithms on all data partitions except for
the following exceptions:

Embedding regularization and g-FedAvg are not tested on this partition, because of the
lower amount of data heterogeneity compared to the other two partitions resulting in more
initial fairness. This makes these two algorithms less interesting to test on the equal class
partition.

There is only one FedFR scenario per dataset partition. FedFR is combined with a local
classification layer, because after removing the global dataset identities from the classifi-
cation layer there is only a local classification part left and this is not sent to the server
in the paper by Liu et al.(2022)(31). Furthermore, embedding regularization is not used
in combination with FedFR, since FedFR already uses a different regularization term in
the loss function. Lastly, FedFR is not combined with g-FedAvg, since g-FedAvg is used
as a benchmark for embedding regularization, and since embedding regularization is not

combined with FedFR it made no sense to combine q-FedAvg with FedFR.

4.5 Model architecture and implementation

The model architecture used to train both the HFMAML and FL model is shown in Ta-
ble 5 The Arcface loss function is used as described in Section 2.5.2] with s = 8 and
m = 0.5 that have been chosen after some tuning. Important to note is that Table
portrays the global classification layer scenario with 1500 identities. For the local classifi-
cation layer, the output of the Arcface part depends on the number of local identities. The
linear layer between the ResNet and Arcface is used to cast the output vector of ResNet

of size 1000 to the size required for the embedding vector. In this thesis, the embedding
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Table 4.3: The different scenarios that will be tested in this thesis. If local is not marked it
means that the classification layer is global
Algorithm J Data partition L Local J Regularization L q-FedAvg J

FL Equal

FL Equal

HFEMAML | Equal

HFMAML | Equal

FedFR Equal

FL Lognorm
FL Lognorm
FL Lognorm
FL Lognorm
HFMAML | Lognorm
HFMAML | Lognorm
HFMAML | Lognorm
HFMAML | Lognorm
FedFR Lognorm
FL Attribute
FL Attribute
FL Attribute
FL Attribute
HFMAML | Attribute
HFMAML | Attribute
HFEMAML | Attribute
HFMAML | Attribute
FedFR Attribute
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Table 4.4: The model architecture

Layer type ‘ In ‘ Out

ResNet 18 (pre-trained) | 3x128x128 | 1000

Linear 1000 512

Arcface (s=8 m=0.5) 512 1500 (total amount of identities)

Table 4.5: The chosen hyperparameters

Hyperparameters SGD optimizer L L Hyperparameters g-Fed Avg
Learning rate 0.01 | q 0.001
Momentum 0.9 L 100
Hyperparameters HFMAML Hyperparameters FedFR

o' 0.01 oq

15} 0.1 Qs 5

0 0.001 | a3 10

vector will have a length of 512. This embedding vector is used for computing the cosine
similarity. This cosine similarity is used for model evaluation and used for embedding
regularization as described in Section [3.3.2]

For doing both training and tuning a I use a stochastic gradient descent optimizer with
learning rate 0.01 and momentum 0.9. Table shows the hyperparameters used for the
HFMAML algorithm. These parameters correspond to parameters in Equation and
Algorithm [5
Important to note on these hyperparameters is that some tuning has been done, yet not
very extensively since the importance is not to achieve state-of-the-art performance, but

to compare performance between algorithms.

4.6 FedFR setup

Lossiotar = a1L08Sgre + o L08Scon + a3Losspor (4.1)

The FedFR model that is being implemented is trying to follow the original model as
described in the paper by Liu et al.(2022)(31]) and Section The same hyperparameters
have been used for combining the different loss functions as shown in Equation [4.1] Here
we have the Arcface loss, the contrastive regularization loss, and the binary cross-entropy
loss. Table [£.5] shows these hyperparameters.

In order to conform to the assumptions as described in Section FedFR does not have
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access to a global dataset or pretraining as in the original paper. This means that hard
negative sampling and a global class embedding containing all of these global classes are
not implemented in this version of FedFR.

Since the original paper does not perform tuning it will not be used in evaluation in this
thesis as well. Tuning results are shown, but will usually be around the same evaluation

score.

4.7 HFMAML setup

The HFMAML algorithm as described in Section [3.4]is implemented as closely as possible
to its form in Algorithm Because the basic structure is taken from the personalized
algorithm as described by Fallah et al.(2020)(L1). For the regularization embedding term
in the loss function, the value C' = 10 is used in Equation [3:4]

4.8 q-FedAvg algorithm

The g-FedAvg algorithm is implemented as closely as possible to the algorithm described
by Li et al.(2020b)(28). The hyperparameters used are shown in Table

4.9 Evaluation metrics

For evaluation face recognition models there are two options: identification and verification (57]).
Verification is the process of comparing two images and determining whether these two
images are the same person or not. Identification is the task of correctly matching an
image to the correct class in a gallery of different classes. Both evaluation metrics are
in many face recognition benchmarks like the IARPA Janus Benchmark(34)(57) and the
LFW dataset(19). These face matchings and comparisons are done using the embedding
vector. These embedding vectors are usually the outputs of the backbone model before
they go into the classification layers. Embeddings are compared using cosine similarity.
Whether verification, identification, or both are used depends on the benchmark dataset
used. LFW provides tools for doing verification and not identification and uses accuracy to
score evaluation performance(19). The ITARPA Janus benchmark on the other hand pro-
vides tools for doing both verification and identification. They use the TARQFAR scoring
system to evaluate model performance (57).

Current FFR research uses these public benchmarks to evaluate their model performance

(2)(31))(45) (41). The problem is that this can only be used to evaluate the global model

42



4.10 Training & Evaluation

because these benchmarks do not include FL client splits. Since this thesis focuses on
performance per client these benchmarks are not relevant to this thesis. Instead, a new
evaluation metric needs to be set up that can evaluate performance per client. Liu et
al.(2022)(31) came across the same problem and their client verification protocol is used
in this thesis on the CelebA dataset. For each client data is split in a train and test set
as described in Section [£.2] such that each identity is in both the test set and the train
set. After training is done random pairs are sampled from the test data in the following
way: half of these pairs have the same identity and the other half have different identities.
When two identities are different at least one of these identities must belong to the client
that is being evaluated. When the images have similar identities they are both from the
client that is being evaluated. Of all these pairs the cosine similarity is computed.

After all cosine similarity scores are computed the scores from the dissimilar images are
ordered and the cosine similarity score from the 90th percentile is taken as a threshold.
After establishing this threshold the fraction of similarity scores above this threshold from
the similar images is computed. This fraction is known as the true acceptance rate at a
fixed false acceptance rate (TARQFAR). With the 90th percentile threshold, we talk of
a TARQFAR 0.1, which is the fraction of true positives with a 10 percent false positive rate.

4.10 Training & Evaluation

Training is done for 30 rounds where local training is performed once on each client for
50 epochs. One epoch does not equal an entire iteration over the client training dataset,
but it can mean one of two things. For the FedAvg and FedFR algorithm it means 50
batches of size 64. The HFMAML algorithm however uses three sampling rounds as shown
in Section and Section [2.8 This means that in this case each epoch the algorithm
samples three separate batches of size 64. Both FL. and HFMAML have been subject to
tuning of the amount of epochs used. 50 epochs seemed best in both cases.

The same training process of 30 rounds is done 10 times for each scenario to make perfor-
mance estimates as accurate as possible. After training is done, performance is evaluated
using verification testing as described in Section ??. The evaluation procedure is described
in Algorithm [£.10] This is done for all 20 clients. Each scenario has been subject to 10
training runs with different seeds.

During evaluation each training run is tested 5 times resulting in 50 TARQFAR 0.1 eval-
uations using the global model and 50 TARQFAR 0.1 evaluations using a global model
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4. EXPERIMENTAL SETUP

tuned on local client data. These two models will be called the global model and the tuned
model from now on.

In total there are 100 TARQFAR, 0.1 scores computed for the first 15 clients and 100 scores
for the last 5 clients per scenario.

In scenarios with a local classification layer the local classification weights are combined
with the global backbone weights to tune the model. This is shown in Algorithm

A more detailed description of the TARQFAR 0.1 verification implementation is shown in
Algorithm [£.10}

After evaluation is done TARQFAR 0.1 scores are averaged per client for each scenario.
Averaging over all average client TARQFAR 0.1 scores results in an average score per sce-
nario.

The standard deviation over all client scores is computed per run and subsequently aver-
aged to find an average standard deviation per scenario. This standard deviation is used
to measure fairness as defined in Section To test for significance Student’s t-test(47)
and the Wilcoxon test(58) are used. These two tests require a sample of results. There
are 50 scores computed per scenario. If we average over all clients 50 times per scenario a
sample of 50 is created which can be used to perform these two tests.

Performing this test multiple times creates the opportunity to test whether tuning the
model results in significant improvement and for a significant difference between TARQFAR
0.1 results between different models. The tests that will be performed are the Student’s
t-test and the Wilcoxon test.
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4.10 Training & Evaluation

Algorithm 7 TARQFAR test

Initialize test dataset Dgjens
Initialize dataset Dgiopar = {D1, ..., D20}
Initialize model fep(Weient)
for 1000 rounds do
Sample d. € D jien:
Sample e € Dgf?;ft C Dgient,€ # de. DS, 18 a subset containing only images of

the same class ¢ as image d,

Compute cosine similarity ¢ = cos(femp(deiass, €)
end for
true __ true true
e ={c™, - et

for 1000 rounds do
Sample d. € D jient

Sample e € D j;ent for local testing or e € Dyjopq for global testing, again e # d.

Compute cosine similarity cg‘zl;; = coS(femp(deass, €)

end for

alse __ 1 false false
clalse = fefatse 1000

Sort ¢/5¢ from lowest to highest and take the 10th percentile highest cosine similarity,
threshold ¢ 1.
crve = {clc € "™ N e > o1}

true

€0.1
Return e

Algorithm 8 Evaluation process

Initialize model weights w%edAvg for model; 1 < <10
for each w%edAvg 1<k<10do
for each path 1 < path <5 do
Compute TARQFAR 0.1 for w];;edAvg
Tune w];ﬂedAvg using 10 batches of size 64 of the training set resulting in wlj‘iuned
Compute TARQFAR 0.1 for w:kmmed
end for

end for
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4. EXPERIMENTAL SETUP

Algorithm 9 Evaluation process

Initialize w%edAvg for1<k<10
Initialize local Arcface weights a]]%edA,Ug for 1<k <10
Initialize f(w’}edAvg, a%edmg)
for each w’}‘;edAvg 1<k<10do
for each path 1 < path <5 do
Compute TARQFAR 0.1 for f(w%edAvg, a’}edAvg)
Tune f(wlﬁtedAugv allﬁfedAvg) using 10 batches of size 64 of the training set resulting
in tuned model weights wr_’}uned and a?uned
Compute TARQFAR 0.1 for f(wk, .. a% )
end for

end for
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Results

This section will give an overview of the results in support of the claims made in this
thesis. This section shows plots in support of these claims. Tables with the exact numbers
are given in Appendix [A] The statistical tests for comparing TARQFAR scores between
scenarios is given in Appendix [B] The statistical tests that compare standard deviations

is given in Appendix [C]

5.1 Convergence analysis

Figure shows the average validation score per round for the first 15 clients. The blue
line follows the score per client on the global model and the yellow line is the score on the
tuned model. Figure [5.2] shows the same validation score per round for the last 5 clients
that have not been involved in the training process but are still validated each round. Both
figures show converged validation scores.

The difference is that the first 15 clients converge more smoothly than the last 5 clients.
This might be a result of a sample size of 15 compared to 5 and the fact that the last 5
clients have not been used in the training process making the validation performance less
predictable.

These two figures are representative of the training curves of all other scenarios. All
scenarios have been checked to see whether the validation score is converged before round

30 to make the comparison between scenarios as fair as possible.

5.2 Comparing performance between FL. and HFMAML

One thing that becomes immediately clear when looking at Figure [5.3] Figure [5.5] and
Figure is that HFMAML outperforms FL and FedFR models consistently within all
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Figure 5.1: FL with equal class partition. Figure 5.2: FL model with equal class
TARQFAR 0.1 results after each commu- partition. TARQFAR 0.1 results after each
nication round with the clients 1-15; before communication round with the clients 16-
and after tuning with 5 batches. 20; before and after tuning with 5 batches.

scenarios; the global classification, local classification, g-FedAvg or regularization models.
These differences are in almost all cases significant. This section focuses most on the
difference in performance between FL. and HFMAML because even though FedFR does
perform comparable to FL. and HFMAML before tuning it is outperformed by both FL
and HFMAML models on its TAR@QFAR 0.1 score.

Figure [5.4] Figure [5.6 and Figure 5.8 show that the effect of tuning is comparable for FL
and HFMAML scenarios. Interestingly, the effect of tuning is equal for the first 15 and
last 5 clients on the equal class partition as shown in Figure 5.4 For the lognormal class
partition shown in Figure [5.6] tuning sees the highest increase on the first 15 clients and
for the attribute-based partition the highest increase due to tuning is on the last 5 clients
as shown in Figure 5.8 This can be explained by the structure of these partitions. Ta-
ble [4.3] shows that the last 5 clients have relatively large datasets compared to the first 15
clients. This happened by accident, but it still affects the tuning performance of the last
5 clients. Large datasets that have not been trained on require more iterations to get the
same TARQFAR 0.1 score as the first 15 clients.

The bigger TARQFAR, 0.1 score increase on the last 5 clients for the attribute-based par-
tition is probably related to the fact that there is more data heterogeneity between clients.
The models have been trained on data heterogeneous clients or tasks making especially
the HFMAML model better at learning new tasks quickly.

The margin by which HFMAML outperforms FL scenarios is shown in Figure It
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Figure 5.3: Results for the equal class partition dataset.

shows that the largest difference in performance in terms of TARQFAR 0.1 is on the
attribute-based dataset. This shows that HFMAML performs best in situations with
feature-skewness in the data. This fits the idea of what the strong points of meta-learning
and MAML are: quickly adapting to new tasks. The attribute-based dataset has the
clearest form of task separation between clients because it adds an extra layer of data

heterogeneity on top of the separation in classes.

5.3 Comparison of local- and global classification

Looking at Figure [5.3] Figure [5.5] and Figure [5.7] we see that the TARQFAR 0.1 scores of
local- and global classification scenario’s are close. Using a local classification layer achieves
higher TARQFAR 0.1 scores before tuning and the global classification layer models per-
form better after tuning. This is most clearly visible in Figure for both the FL and
HFMAML scenarios

The most likely cause is that tuning a local classification layer model requires the combina-
tion of a global backbone and a local classification layer. These two model parts probably
need a few extra epochs to synchronize.

Overall, this closeness in the TARQFAR 0.1 score means that classification weights can be
kept local and new clients can be added after model initialization without a large evaluation

performance drop.
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Figure 5.4: Percentage increase in TARQFAR 0.1 score for the equal class partition dataset
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Figure 5.5: Results for the lognormal class partition dataset.
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Figure 5.7: Results for the attributes-based partition dataset.
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HFMAML scenario’s on different data partitions.
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5.4 Embedding regularization analysis

5.4 Embedding regularization analysis

Figure and Figure show embedding regularization models outperforming the other
models for both HFMAML and FL on the global model evaluation. This shows that
embedding regularization results in the local client models staying close to the global
model, resulting in a higher TARQFAR 0.1 score before tuning compared to the non-
regularization models. This higher evaluation performance using embedding regularization
is most pronounced in the untrained clients. Figure [5.5] even shows the untrained clients
achieving a TARQFAR 0.1 almost as high as the first 15 clients using HFMAML.

Figure [5.6) and Figure [5.8]show that the increase in TARQFAR 0.1 due to tuning is lowest
for embedding regularization scenarios. Finding a good global model seems to come at the

cost of finding good personalized models.

5.5 Fairness analysis

The last part of the analysis will look at the experimental results concerning fairness. Fig-
ure Figure and show the average standard deviation per scenario for all tree
data partitions.

There are five general trends visible that are important to explore further. The first of
these trends is the effect on the standard deviation of embedding regularization. The
regularization term seems to show evidence in Figure [5.11] of a lower standard deviation
compared to its global classification layer model counterpart. This improvement only holds
for the HFMAML model, where the difference is most accentuated on the tuned model of
the last 5 clients. On the attribute-based partition in Figure the regularization model
does not show any significant decrease in the average standard deviation, only an increase.
The second trend is that there is no evidence found of gq-FedAvg having a lower standard
deviation than its global classification layer counterpart model. This means that there is no
evidence found in this thesis that q-FedAvg can increase the fairness, where the embedding
regularization might improve fairness in certain situations on the lognormal partition.
The third trend is how local classification layer models show evidence of decreasing the
average standard deviation combined with HFMAML on the attribute-based dataset in
Figure [5.12] except for the tuned model evaluation performance on the first 15 clients.
Since this trend is not measured on the equal class partition in Figure and to a lesser
degree on the lognormal class partition in Figure there might be a connection between

improved fairness and using a local classification layer on the attribute-based dataset using
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HFMAML.

The fourth trend is that there is evidence of HFMAML achieving a lower average standard
deviation than FL. This decrease is the largest and most consistent on the attribute-based
partition in Figure [5.12| and on the equal class partition with a global classification layer
shown in Figure[5.10] On the lognormal class partition in Figure [5.11] FL achieves a lower
average standard deviation on the untuned evaluation for the first 15 clients. HFMAML
scenarios have a lower standard deviation after tuning. The difference for the last 5 clients
is small, lacking evidence of a difference in standard deviation. The biggest difference
in standard deviation is observed on the attribute-based partition as can be seen in Fig-
ure [5.12] specifically on the first 15 clients after tuning. There is also evidence of a lower
standard deviation of the HFMAML scenarios before tuning. This difference is less pro-
nounced on the last 5 clients. On both the lognormal class partition and the attribute-based
partition the average standard deviation is lower on the last 5 clients compared to the first
15 clients. This might be a result of the last 5 clients not being involved in the training
process. During training some clients might have influenced the global model more than
others, resulting in a larger difference in the TARQFAR 0.1 scores. The new clients have
not had this opportunity and the global model is equally unfamiliar with the data of all
the new clients. Figure shows that HFMAML is better at avoiding clients to influence
the global model to perform better on its own data, resulting in the standard deviation
being closer to that of the unseen clients 16-20. HFMAML influences fairness.

Lastly, comparing HFMAML and FedFR shows FEDFR, performing well on the first 15
clients on the lognormal class partition, suggesting it is better at keeping the TAR@QFAR
0.1 scores closer together than both HFMAML and FL. The reason for this better perfor-
mance might be the evaluation performance on the outlier client 7 as shown in Figure [5.13
and Figure [5.14 The FedFR model scenario has the highest TARQFAR 0.1 score of all

scenarios. This might explain the lower standard deviation.
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Figure 5.10: Standard deviation of client’s global evaluation scores for the equal class par-
tition dataset.
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partition dataset.
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Conclusion

This thesis has focused on answering the question of how meta-learning can be used to
improve personalized performance and fairness on existing clients and newly added clients
in federated face recognition.

Implementing HFMAML has indeed improved verification performance under different
levels of data heterogeneity. The results even show that HFMAML performs better when
there is more data heterogeneity compared to the FL. and FedFR benchmarks. This holds
for both the existing- and the newly added clients. On top of that, HFMAML has been
shown to decrease the standard deviation, which is most clearly visible on the attribute-
based partition, suggesting that HFMAML limits clients from having too much influence
compared to other clients on the global model and subsequently their local model too.
The results and methodology support the contributions made in this thesis that are stated
in Section [I] Section [3] gives an overview of the HFMAML implementation in FFR and
results show that this implementation works in an FFR setting.

The new types of data partitions based on CelebA gave new perspectives of how meta-
learning performs on verification evaluation and fairness in an FFR environment. These
two data partitions might be interesting to include in future research and to consider as
benchmarks for developing future FFR models.

The embedding regularization shows how easily HFMAML can be combined with exten-
sions to the loss function. Embedding regularization achieves higher verification scores
before tuning, showing that a balance is possible between a good global model and a per-
sonalized local model. Future research might dive deeper into balancing between a good
global- and personalized evaluation performance or looking at other model extensions that

can improve HFMAML.
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While implementing HFMAML, a decision needed to be made between keeping the clas-
sification layer local or sharing it with other clients which might increase privacy risks.
This paper shows that keeping the classification layer local does not significantly impact
the evaluation performance. Only tuning the model results in slightly lower verification
scores, but this is compensated by slightly higher verification scores before tuning. All in
all, it is not possible to say that there is a trade-off between verification performance and
keeping the classification weights local.

Lastly, when looking at fairness the intended effect of q-FedAVg and embedding regular-
ization does not seem visible in the data. Where embedding regularization achieves to
lower the standard deviation under some circumstances there is no evidence of q-FedAVg
to lower the standard deviation. Instead, HFMAML seemed to have the greatest effect on
the standard deviation, especially on the attribute-based dataset.

All in all, the combination between FFR and HFMAML seems very promising, and hope-
fully future research will continue work on HFMAML and the new data partitions in FFR

or use them as benchmarks for developing new and better algorithms.
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Appendix A

Tables with results

Table A.1: Results per scenario as shown in Table

Algorithm  Data dist. Client 1-15 Client 16-20
FEDAVG Tuned Increase | FEDAVG Tuned Increase

FL Equal 0.783 0.836  6.8% 0.71 0.76 7.0%
FL Equal Local 0.779 0817 4.9% 0.718 0.74 3.1%
HFMAML Equal 0.795 0.855  7.5% 0.705 0762 8.1%
HFMAML Equal Local 0.804 0.852  6.0% 0.737 0.768  4.2%
FedFR Equal 0.777 0.777  0.0% 0.75 0.754  0.5%
FL Lognorm 0.707 0.788  11.5% 0.675 0.715  5.9%
FL Lognorm  Local 0.715 0.786  9.9% 0.686 0.707  3.1%
FL Lognorm  Fair 0.738 0.795  7.7% 0.681 0.706  3.7%
FL Lognorm  Penalty | 0.709 0.773  9.0% 0.704 0.715 1.6%
HFMAML Lognorm 0.722 0.81 12.2% 0.695 0.737  6.0%
HFMAML Lognorm  Local 0.725 0.802  10.6% 0.705 0.731 3. 7%
HFMAML Lognorm  Fair 0.74 0.805 8.8% 0.69 0.722  4.6%
HFMAML Lognorm  Penalty | 0.734 0.798  8.7% 0.726 0735 1.2%
FedFR Lognorm 0.718 0.743  3.5% 0.715 0.721  0.8%
FL Attributes 0.718 0.788  9.7% 0.572 0672 17.5%
FL Attributes Local 0.755 0.772  2.3% 0.635 0.695  9.4%
FL Attributes Fair 0.718 0.785  9.3% 0.571 0.669 17.2%
FL Attributes Penalty | 0.764 0.779  2.0% 0.673 0.694 3.1%
HFMAML Attributes 0.784 0.838  6.9% 0.653 0.755 15.6%
HFMAML Attributes Local 0.789 0.816  3.4% 0.679 0.759 11.8%
HFMAML Attributes Fair 0.777 0.837 7.7% 0.645 0.748 16.0%
HFMAML Attributes Penalty | 0.789 0812 2.9% 0.708 0.729 3.0%
FedFR Attributes 0.726 0.724 -0.3% 0.65 0.653  0.5%
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Table A.2: Results per scenario as shown in Table for the standard deviation.

Algorithm  Data dist. Client 1-15 Client 16-20
Global Tuned | Global Tuned
FL Equal 0.040 0.034 | 0.032  0.028
FL Equal Local 0.039 0.041 | 0.028  0.027
HFMAML Equal 0.034 0.031 | 0.026 0.022
HFMAML Equal Local 0.038  0.035 | 0.028  0.028
FedFR Equal 0.049 0.048 | 0.036  0.034
FL Lognorm 0.126  0.122 | 0.027  0.046
FL Lognorm  Local 0.136  0.115 | 0.029  0.039
FL Lognorm  Fair 0.143  0.144 | 0.026  0.043
FL Lognorm  Penalty | 0.148 0.131 | 0.025 0.033
HFMAML Lognorm 0.140  0.104 | 0.024  0.050
HFMAML Lognorm  Local 0.128  0.107 | 0.025  0.043
HFMAML Lognorm  Fair 0.146  0.128 | 0.031  0.047
HFMAML Lognorm  Penalty | 0.131  0.111 | 0.024  0.030
FedFR Lognorm 0.115 0.110 | 0.027  0.031
FL Attributes 0.089  0.102 | 0.078 0.074
FL Attributes Local 0.101  0.103 | 0.070  0.082
FL Attributes Fair 0.091  0.111 | 0.085  0.078
FL Attributes Penalty | 0.097  0.106 | 0.075  0.073
HFMAML  Attributes 0.094  0.068 | 0.073  0.072
HFMAML Attributes Local 0.088  0.078 | 0.064  0.066
HFMAML Attributes Fair 0.094  0.067 | 0.075  0.071
HFMAML Attributes Penalty | 0.099  0.085 | 0.068  0.069
FedFR Attributes 0.105  0.107 | 0.062  0.063
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Appendix B

Statistical tests for comparing
TARQFAR scores

The values that are marked in bold in the tables with the statistical tests correspond to

the hypotheses that have not been rejected with o = 0.05

Table B.1: statistical p-values for t-test and Wilcoxon test. FL and HFMAML global
classification layer model with equal class partition scenarios are compared

Wilcoxon test
T-test p-value
p-value
clients 1-15 Global | 1.08e-15 3.48e-9
Tuned | 2.79e-32 7.42e-10
clients 16-20 Global | 1.60e-1 1.04e-1
Tuned | 5.80e-1 7.23e-1

Table B.2: statistical p-values for t-test and Wilcoxon test. Local and global classification

layer scenarios are compared with equal class partition.

FL HFMAML
Wilcoxon test Wilcoxon test
T-test p-value T-test p-value
p-value p-value
clients 1-15 Global | 3.70e-3 3.69e-2 3.48e-8 3.03e-6
Tuned | 1.54e-27 1.10e-9 4.11e-2 5.70e-2
clients 16-20 Global | 5.60e-3 5.00e-3 3.05e-17 2.09e-9
Tuned | 5.27e-12 1.12e-8 2.58e-2 3.45e-2
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Table B.3: statistical p-values for t-test and Wilcoxon test. Within the HFMAML with
lognormal class partition scenarios regularization is compared to non-regularization

HFMAML

T-test p-value

Wilcoxon test

p-value
clients 1-15  Global | 5.14E-06 5.82E-06
Tuned | 1.89E-05 5.36E-04
clients 16-20 Global | 8.48E-25 7.53E-10
Tuned | 5.33E-01 6.83E-01

Table B.4: statistical p-values for t-test and Wilcoxon test. FL is compared to HFMAML

in the lognormal class partition scenarios

Global Arcface weights

T-test p-value

Wilcoxon test

Local Arcface weights

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 5.45E-08 3.30E-05 3.21E-04 2.62E-04
Tuned | 7.68E-13 5.79E-09 7.68E-13 5.79E-09
clients 16-20 Global | 7.76E-12 1.35E-07 1.86E-09 7.13E-07
Tuned | 4.99E-11 1.39E-07 4.90E-11 1.39E-07

Table B.5: statistical p-values for t-test and Wilcoxon test. Global classification layer and

local classification layer scenarios are compared

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 5.34E-03 6.60E-03 3.04E-01 4.04E-01
Tuned | 4.40E-01 5.74E-01 4.75E-03 1.07E-02
clients 16-20 Global | 6.85E-05 2.10E-04 2.33E-04 1.13E-04
Tuned | 9.94E-03 5.67E-03 3.13E-02 4.54E-02
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B. STATISTICAL TESTS FOR COMPARING TAR@QFAR SCORES

Table B.6: statistical p-values for t-test and Wilcoxon test. FL. and HFMAML algorithm
scenarios are compared for the attribute-based partition.
Global Arcface weights

T-test p-value

Wilcoxon test

Local Arcface weights

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 3.62E-65 7.46E-10 3.67E-39 7.47E-10
Tuned | 2.79E-50 7.49E-10 3.92E-53 7.50E-10
clients 16-20 Global | 6.89E-48 7.54E-10 3.39E-32 7.53E-10
Tuned | 3.32E-44 7.53E-10 1.45E-45 7.52E-10

Table B.7: statistical p-values for t-test and Wilcoxon test. Global- and local classification

layer scenarios are compared for the attribute-based partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 7.46E-43 7.47E-10 6.14E-04 9.75E-05
Tuned | 3.07E-14 1.62E-07 1.39E-18 8.23E-10
clients 16-20 Global | 3.68E-42 7.53E-10 2.75E-16 9.77E-16
Tuned | 1.43E-11 3.08E-08 2.28E-01 3.84E-01

Table B.8: statistical p-values for t-test and Wilcoxon test. Embedding regularization and

non-embedding regularization scenarios are compared for the attribute-based partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 4.70E-48 7.52E-10 1.53E-03 8.10E-03
Tuned | 3.16E-06 2.50E-04 1.32E-03 8.00E-10
clients 16-20 Global | 1.50E-56 7.53E-10 5.30E-34 7.50E-10
Tuned | 4.33E-10 3.71E-07 5.84E-15 3.43E-09
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Appendix C

Statistical tests for comparing

standard deviations

The values that are marked in bold in the tables with the statistical tests correspond to

the hypotheses that have not been rejected with o = 0.05

Table C.1: statistical p-values for t-test and Wilcoxon test. This table tests significance for
the difference in standard deviation between FL and HFMAML algorithms for the equal class
partition.

Global classification Local classification
Wilcoxon test Wilcoxon test
T-test p-value T-test p-value
p-value p-value
clients 1-15  Global | 5.74E-07 1.77E-05 3.20E-01 3.89E-01
Tuned | 1.51E-03 7.96E-04 5.24E-06 1.18E-04
clients 16-20 Global | 1.85E-03 2.49E-03 8.29E-01 7.43E-01
Tuned | 8.49E-04 2.49E-03 6.35E-01 5.02E-01
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C. STATISTICAL TESTS FOR COMPARING STANDARD

DEVIATIONS

Table C.2: statistical p-values for t-test and Wilcoxon test. This table tests significance for

the difference in standard deviation between global and local classification layer algorithms

on the equal class partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 7.93E-01 8.61E-01 5.36E-04 1.13E-03
Tuned | 5.15E-09 9.07E-07 9.06E-05 3.32E-05
clients 16-20 Global | 2.46E-02 4.56E-02 5.27E-01 6.91E-01
Tuned | 6.39E-01 6.16E-01 1.41E-04 3.61E-04

Table C.3: statistical p-values for t-test and Wilcoxon test. This table tests significance for
the difference in standard deviation of the FL. and HFMAML algorithms for the lognormal

class partition.

Global classification

T-test p-value

Wilcoxon test

Local classification

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 6.83E-04 2.00E-03 3.54E-02 5.12E-02
Tuned | 1.61E-03 1.69E-03 1.31E-01 9.11E-02
clients 16-20 Global | 6.04E-02 6.48E-02 2.53E-02 4.94E-02
Tuned | 1.05E-01 8.84E-02 1.04E-01 1.05E-01

Table C.4: statistical p-values for t-test and Wilcoxon test. This table tests significance for

the difference in standard deviation of the global and local classification layer algorithms on

the lognormal class partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 9.01E-03 2.09E-03 3.37E-03 2.18E-03
Tuned | 1.63E-01 4.79E-01 5.29E-01 4.06E-01
clients 16-20 Global | 2.82E-01 2.11E-01 5.08E-01 3.84E-01
Tuned | 9.57E-03 4.89E-02 1.05E-02 8.38E-03
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Table C.5: statistical p-values for t-test and Wilcoxon test. This table shows whether the

addition of embedding regularization can significantly decrease the standard deviation in the

lognormal class partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 1.18E-06 2.98E-05 8.14E-03 9.69E-03
Tuned | 9.03E-02 5.00E-02 1.99E-01 2.53E-01
clients 16-20 Global | 2.71E-01 2.06E-01 9.90E-01 7.14E-01
Tuned | 1.94E-06 1.66E-05 1.95E-11 7.32E-07

Table C.6: Statistical p-values for t-test and Wilcoxon test. This table shows whether the

addition of g-FedAvg can significantly decrease the standard deviation in the lognormal class

partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 1.66E-05 9.80E-05 7.93E-02 7.10E-02
Tuned | 1.33E-05 1.98E-05 7.99E-06 2.53E-04
clients 16-20 Global | 4.18E-01 4.88E-01 6.23E-04 1.79E-03
Tuned | 5.09E-01 6.92E-01 2.96E-01 2.53E-01

Table C.7: statistical p-values for t-test and Wilcoxon test. This table tests significance of
the difference in standard deviation of the FedFR and HFMAML algorithms for the lognormal

class partition.

Glocal classification

T-test p-value

Wilcoxon test

Local classification

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 7.50E-10 5.59E-06 2.78E-03 2.99E-03
Tuned | 2.82E-01 2.20E-01 5.63E-01 4.32E-01
clients 16-20 Global | 1.03E-01 1.96E-01 3.13E-01 6.37E-01
Tuned | 4.89E-10 8.72E-07 1.96E-06 7.48E-06

73




C. STATISTICAL TESTS FOR COMPARING STANDARD

DEVIATIONS

Table C.8: statistical p-values for t-test and Wilcoxon test. This table tests significance of the
difference in standard deviation of the FL and HFMAML algorithms for the attribute-based

partition.

Global classification

T-test p-value

Wilcoxon test

Local classification

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 2.10E-04 1.00E-04 2.92E-11 3.61E-07
Tuned | 9.85E-12 4.10E-09 9.50E-23 1.29E-09
clients 16-20 Global | 8.29E-01 6.58E-01 5.61E-11 3.34E-07
Tuned | 2.92E-04 9.44E-04 3.49E-06 4.10E-04

Table C.9: statistical p-values for t-test and Wilcoxon test. This table tests significance of

the difference in standard deviation of the global classification layer and local classification

layer algorithms for the attribute-based partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 7.39E-01 6.36E-01 7.78E-03 9.39E-03
Tuned | 5.11E-17 2.42E-09 8.62E-12 1.06E-08
clients 16-20 Global | 2.83E-02 1.51E-02 2.12E-04 1.99E-04
Tuned | 6.57E-02 2.93E-02 2.90E-02 4.94E-02

Table C.10: statistical p-values for t-test and Wilcoxon test. This table shows whether the

addition of embedding regularization can significantly decrease the standard deviation in the

attribute-based partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 2.14E-02 3.80E-02 1.09E-02 5.87E-02
Tuned | 1.74E-13 1.89E-08 1.06E-12 2.46E-08
clients 16-20 Global | 9.15E-01 8.97E-01 5.58E-02 5.38E-02
Tuned | 6.06E-04 6.54E-04 1.57E-01 1.86E-01
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Table C.11: statistical p-values for t-test and Wilcoxon test. This table shows whether the
addition of g-FedAvg can significantly decrease the standard deviation in the attribute-based

partition.

FL

T-test p-value

Wilcoxon test

HFMAML

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 2.17E-06 1.59E-04 7.56E-01 7.71E-01
Tuned | 1.76E-02 1.11E-02 4.76 E-01 4.78E-01
clients 16-20 Global | 2.20E-01 1.80E-01 4.19E-01 3.32E-01
Tuned | 3.70E-01 4.23E-01 6.93E-01 9.44E-01

Table C.12: statistical p-values for t-test and Wilcoxon test. This table tests significance of
the difference in standard deviation of the FedFR and HFMAML algorithms for the attribute-
based partition.

Global classification

T-test p-value

Wilcoxon test

Local classification

T-test p-value

Wilcoxon test

p-value p-value
clients 1-15  Global | 3.80E-07 2.92E-06 1.15E-17 8.45E-09
Tuned | 3.69E-37 7.51E-10 1.84E-36 7.51E-10
clients 16-20 Global | 1.25E-05 8.95E-06 5.02E-01 2.88E-01
Tuned | 5.00E-03 8.02E-03 3.97E-01 5.38E-01
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